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Securing the Network—Lessons Learned From 
Cyber Investigations

Visibility. Visibility. Visibility.

October 2019
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This SecureTheVillage Webinar brought to 
you by … 
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Cybersecure SoCal 2019 
Cybersecurity is a Team Sport. 

Building a Winning Cybersecurity Team

… a joint presentation of SecureTheVillage and Pepperdine Graziadio Business School

Keynote Speaker: Ron Ross
Fellow at National Institute of Standards and Technology

October 17, 2019 … Mark Your Calendars

I hear and I forget. I see and I remember. I do and I understand. … Confucius
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Securing the Network—Lessons Learned 
From Cyber Investigations

 Guide: Stan Stahl, PhD

 Founder, SecureTheVillage

 President, Citadel Information Group

 Guest: Joe Greenfield

 Managing Director and Chief Forensic Examiner, 
Maryman & Associates

 Associate Professor of Practice, USC Viterbi School of 
Engineering



Webinar 10: Getting Cyber-Prepared: Incident 
Response & Business Continuity, Nov 2018
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https://resourcekit.securethevillage.org/resources/getting-cyber-prepared/



Lessons Learned from Cyber 
Investigations

 Outline

 Visibility: What it is

 Case Studies in 
Visibility: The 
Good. The Bad. 
And the Ugly.

 Getting Visible

 Testing Your 
Visibility
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Critical Importance of Network 
Visibility in Response to a Cyber 

Incident 



Security Visibility: What It Is

 Intrusion Detection & 
Prevention, Etc

 Audit Logs

 Systems and Servers

 Network Devices

 Security Systems

 Surveillance

 Information Sharing & Analysis 
Organizations (ISAOs)

 LA Cyber Lab
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Visibility is Seen Throughout the NIST 
Framework
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Cybersecurity Framework, v 1.1. NIST, 2018

• Asset 
Management

• Business 
Environment

• Governance

• Risk 
Assessment

• Risk 
Management 
Strategy

• Supply Chain 
Risk 
Management

• Identity 
Management & 
Access Control

• Awareness and 
Training

• Data Security

• Information 
Protection 
Process and 
Procedures

• Maintenance

• Protective 
Technology

• Anomalies and 
Events

• Security 
Continuous 
Monitoring

• Detection 
Processes

• Response 
Planning

• Communications

• Analysis

• Mitigation

• Improvements

• Recovery 
Planning

• Improvements

• Communication



Critical Importance of Visibility: Case 
Studies

 No Visibility

 Partial Visibility

 Complete Visibility
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Visibility Provides Situational Awareness

 The faster you can see 
what’s going on, the 
faster you can contain 
it. 

◼ Prevent Incident

◼ Contain It Sooner

 The faster you can 
contain it, the less you 
will lose and the less it 
will cost
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Speed is Crucial



Getting Prepared: Attack & Response

 Test. Test. Test.

 Visibility

 Monitoring

 Test Response to 
Simulated Attacks

 Phishing leads to BEC 
and/or ransomware

 RDT attack leads to 
corporate espionage

 Ensure visibility over 
‘dangerous’ practices

 LogMeIn

 RDT

 TeamViewer

 GoToMeeting

 VPN Access
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Test Both IT Visibility and Organizational 
Visibility

 IT Team

 Information Security 
Manager

 CIO, IT Director, IT Vendor

 Information Security Subject 
Matter Expertise

 Computer Forensics / 
Investigator Subject Matter 
Expertise

 Full Incident Response 
Team

 Information Security 
Manager

 Appropriate Executives

◼ CEO, COO, CFO, HR

 CIO, IT Director, IT Vendor

 Information Security Subject 
Matter Expertise

 Computer Forensics / 
Investigator Subject Matter 
Expertise

 Legal Counsel

 PR
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This Month’s Assignment

 Conduct an IT test of 
your Incident Response 
Plan

 Ransomware

 Look for holes in 
visibility

 How much better could 
we be if we had visibility 
into X?

 Get visibility into X

 Update Plan
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ResourceKit: Getting Cyber-Prepared: 
Incident Response & Business Continuity
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https://resourcekit.securethevillage
.org/resources/getting-cyber-
prepared/



Next Webinar: November 7

Under Development

Stay Tuned



SecureTheVillage Webinar Series

 Information Security 
Management 
Guidance

 Practical

 Real-World

 How-To 

 Actionable

 SecureTheVillage 
ResourceKit

 First Thursday of 
month, 10AM Pacific
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SecureTheVillage: Turning People and 
Organizations into Cyber Guardians
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Monthly Webinar Series: Provides Practical Real-World Actionable How-To Information 
Security Management Guidance. 

Executive Focus Groups: Designed to assist Chief Executives understand how to turn their 
organization into Cyber Guardians and create a cyber resilient culture.

Information Security Management and Leadership ResourceKit: A practical guide for 
implementing an information security management and leadership program in your 
organization.

Code of Basic IT Security Management Practices: A set of IT security management 
practices that are so basic that a failure to implement them puts the organization at a 
dangerous and unnecessary risk of a costly information incident. 

Minimum Reasonable Security Practices: A set of information security management 
practices so basic as to be necessary for a claim that one’s information security practices 
and procedures are reasonable. Developed in support of CCPA.

Community-Based Programs: Train the broader community in basic cybersecurity defense 
practices for themselves and their families, helping them become cyber-aware citizens.

Visit us at: SecureTheVillage.org 



Register at SecureTheVillage.org 
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Cybersecure SoCal 2019 
Cybersecurity is a Team Sport. 

Building a Winning Cybersecurity Team

… a joint presentation of SecureTheVillage and Pepperdine Graziadio Business School

Keynote Speaker: Ron Ross
Fellow at National Institute of Standards and Technology

October 17, 2019 … Mark Your Calendars

I hear and I forget. I see and I remember. I do and I understand. … Confucius



For More Information … 

Stan Stahl, SecureTheVillage & Citadel Information Group
Stan@SecureTheVillage.org 
@stanstahl
323-428-0441 

Joe Greenfield, Managing Director & Chief Forensic Examiner, 
Maryman & Associates; Associate Professor, USC Viterbi
jgreenfield@maryman.com
805-522-2264

FREE Citadel Cybersecurity News of the Week & Weekend 
Vulnerability and Patch Report
https://Citadel-Information.com 
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Interested in Cybersecurity?
Please Get Involved!!!
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Follow SecureTheVillage on LinkedIn
https://www.linkedin.com/company/secure-the-village

Attend an Event
https://securethevillage.org/events/

Join the SecureTheVillage Leadership Council
https://securethevillage.org/about/leadership-council/
https://securethevillage.org/about/leadership-council-faq/

For Marketing / Sponsorship Opportunities
Email us at info@securethevillage.org. Put Sponsor Opportunity in Subject
Visit us at https://securethevillage.org/sponsorship-opportunities/ 
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