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This SecureTheVillage Webinar brought to 
you by … 
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Cybersecure SoCal 2019 
Cybersecurity is a Team Sport. 

Building a Winning Cybersecurity Team

… a joint presentation of SecureTheVillage and Pepperdine Graziadio Business School

Keynote Speaker: Ron Ross
Fellow at National Institute of Standards and Technology

October 17, 2019 … Mark Your Calendars

Early Bird Registration: $99 through August 31
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Cyber Risk Management

 Guide: Stan Stahl, PhD

 Founder, SecureTheVillage

 President, Citadel Information Group

 Guests

 Howard Miller, CRM, CRC, Vice President, Director Technology 
Division, LBW Insurance & Financial Services, Inc., 

◼ SecureTheVillage Board of Directors

◼ CyRP – Advisory Board

 Charla Griffy-Brown, PhD, Professor of Information Systems and 
Technology Management, Pepperdine Graziadio Business School

◼ Chair, Advisory Board Cyber Risk Professional Certification.

◼ SecureTheVillage Leadership Council.

◼ Corporate Board Director



Build your leadership currency
Develop a common risk language to address the 

communication barrier between IT and business. 

Interact with experts and develop your 

network as you learn 
Interact with industry experts and faculty in real-time 

sessions, online discussions, or face-to-face.

Join an elite professional community
Show your network that you’re CyRP Certified! Earn the 

certification badge and post it on LinkedIn. 

Real application of learning
Work collaboratively on a real issue to help you master the 

skills and gain a customized toolkit of resources to 

immediately use on the job. 

No special tools needed
Use any device or browser to access online materials for true 

anywhere at anytime learning.

Learn how cyber risk can create 

new business value both 

protecting the bottom-line and 

driving strategic opportunities 



“Appreciated the ability to hear from thought leaders and experts from the FBI to 

Silicon Valley Industry experience. Very valuable teaching team. Working 

together in team projects was also a very valuable educational experience.”

“There is a gap between executives understanding technology and information 

security and information security professionals that need to engage with the board 

and the c-suite. This program is unique in that it fills that gap.”

“I appreciated the curation of the toolkit and the resources that were put together 

and the fact that program walks you through a holistic approach to understanding 

and mitigating cyber risk.”

“There is real-world information applicable to industries we are in and I can now 

talk to my peers, my teams, other executives and board members about what 

they need to do to plan for cyber risk.”

What Students are Saying

Register Today: 

Lisa.chance@pepperdine.edu

c: 626.434.0610

CYRP Pepperdine University

mailto:Lisa.chance@pepperdine.edu


7

Today’s Topics

Key Take-Aways:
• Concrete approach to cyber risk management
• New mental model is required to address this 

critical element in the 21st century

 The Cyber Risk Threat Landscape

 The Enterprise Risk Management 
Context

 Cyber Risk Management 
Frameworks: NIST, ISO, CIS, Others

 The Five Cyber Risk Management 
Options

 Optimizing Options: Making 
Strategically Sound Risk 
Management Decisions

 The Necessity for Measuring Cyber-
Risk

Check out the following Information 
Security  Management ResourceKit & 
Webinars:

 Managing Cyber-Risk and Insurance

 The California Consumer Privacy Act 
(CCPA), Part 1: Law and Risk 
Management



Cyber Crime –
The Global Threat

• Global Criminal Enterprise

• Dark Web Marketplaces

• Attempts to monetize all aspects of fraudulent 
activity

• Borderless approach of attackers

• Lack of focus on best practices by a variety of 
public and private sector entities

• No consistency in prosecutorial interest in many 
countries

• Governments unsure of how to respond to attacks



Trends

Continued use of Social Engineering and Spear Phishing

• Credential theft continues to be priority target of hackers

Lack of Patch Management leading to intrusions attacking known vulnerabilities

Targeting of Financial Services Industry

• Deceptive Fraud Attacks

• Targeting transactions

Targeting of Healthcare Industry

Targeting of Business Intelligence

Continued lack of resources and proper attention to the InfoSec apparatus w/in many sectors



Cyber Threat Actors-in-Brief

• Criminal Threat Actors 
(financially motivated)

• Nation State Threat 
Actors

• Hacktivist

• Insider Threat



Enterprise Terminology

© 2019 Howard A. Miller. All rights reserved.

• Risk – the undesirable effect of uncertainty on achieving 
objectives

• Goal of Risk Management - Minimize risk

• Reward - the desirable effect of uncertainty on achieving 
objectives

• Goal of Reward Management* - Maximize reward

* "Includes material copied from or derived from OCEG at 
http://www.oceg.org", https://www.oceg.org/glossary/

* Howard A Miller, 2019
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Enterprise Terminology

© 2019 Howard A. Miller. All rights reserved.

• Enterprise Risk Management - a systemic process of 
identifying, analyzing, assessing, and responding to all risks 
and rewards, regardless of the source, that affect the 
achievement of an organization’s strategic and financial 
objectives positively or negatively

• Goal of Enterprise Risk Management?

Risk Management Essentials, The National Alliance Research Academy Risk and Insurance Studies, Austin, Texas  2014
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Cyber Risk Management Frameworks
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A Few Cyber Risk Frameworks 
Compared



The Five Cyber Risk Management Options

 Avoid

 Mitigate

 Transfer

 Accept

 Exploit
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Risk Optimization
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Risk Types

Marketplace (Hard or Soft)

Pure Risk

risk of loss only

Speculative Risk

risk of loss or gain

Downside vs. Upside Risk
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The Necessity for Measuring Cyber-
Risk

 Top-Line and Bottom-
Line

 What is the value of 
‘trust’ in the 
marketplace?

 CIS-Risk Management 
Framework
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Shifting Risk Paradigm
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Next Webinar: September 5 

Cybersecurity: Board Leadership. Board Responsibilities.

Guest: Bob Zukis
• CEO and Founder, Digital Directors Network
• Board Member
• USC Marshall Professor
• Forbes Contributor
• xPwC Partner
• Keynote Speaker



SecureTheVillage Webinar Series

 Information Security 
Management 
Guidance

 Practical

 Real-World

 How-To 

 Actionable

 SecureTheVillage 
ResourceKit

 First Thursday of 
month, 10AM Pacific
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SecureTheVillage: Turning People and 
Organizations into Cyber Guardians

21

Monthly Webinar Series: Provides Practical Real-World Actionable How-To Information 
Security Management Guidance. 

Executive Focus Groups: Designed to assist Chief Executives understand how to turn their 
organization into Cyber Guardians and create a cyber resilient culture.

Information Security Management and Leadership ResourceKit: A practical guide for 
implementing an information security management and leadership program in your 
organization.

Code of Basic IT Security Management Practices: A set of IT security management 
practices that are so basic that a failure to implement them puts the organization at a 
dangerous and unnecessary risk of a costly information incident. 

Minimum Reasonable Security Practices: A set of information security management 
practices so basic as to be necessary for a claim that one’s information security practices 
and procedures are reasonable. Developed in support of CCPA.

Community-Based Programs: Train the broader community in basic cybersecurity defense 
practices for themselves and their families, helping them become cyber-aware citizens.

Visit us at: SecureTheVillage.org 



SecureTheVillage: Upcoming Calendar
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Plain Speaking Program 2: Cyber Risk: The Cybersecurity and Cyber Privacy Legal Threat Landscape
Los Angeles Cyber Lab / SecureTheVillage Summertime Lunch Series
August 7 @ 12:00 pm – 2:00 pm 

Financial Services Cybersecurity Roundtable
August 9 @ 8:00 am – 10:00 am

Plain Speaking Program 3: SecuringTheHuman: Growing the Community
Los Angeles Cyber Lab / SecureTheVillage Summertime Lunch Series
August 28 @ 12:00 pm – 2:00 pm

For the C-Suite: Managing Your Company’s Information Security & Privacy Risk
Culver City Chamber of Commerce
August 29 @ 8:00 am – 11:30 am

Cyber Crisis: Protecting Our Identities. Securing Our Economy. Preserving Our Freedoms.
Santa Barbara Rotary Club
Sept 6 @ 12:00 pm – 2:00pm

Security Summit 2019 … Connecting the Community
Los Angeles Cyber Lab
September 17 – 18

Cybersecure SoCal 2019 … Cybersecurity is a Team Sport!
… a joint presentation of SecureTheVillage and the Pepperdine Graziadio Business School’s CyRP Program
October 17 8:00 am – 3:30 pm

https://nam02.safelinks.protection.outlook.com/?url=https://securethevillage.us16.list-manage.com/track/click?u%3D9d32e680017d9ab0af1f68ff1%26id%3D2725e0b477%26e%3D42fe5bb9ca&data=02|01|stan@citadel-information.com|79f01d6dbb2d4333c38108d6fe670b99|5c70b8ddd0464520ba6bba6dd4f83a91|0|0|636976115862703435&sdata=x12Wl5kKQa3T4mkkt1rnMbfJmMUb4QBU6Tuz1uYTSCQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https://securethevillage.us16.list-manage.com/track/click?u%3D9d32e680017d9ab0af1f68ff1%26id%3D543f8b6aac%26e%3D42fe5bb9ca&data=02|01|stan@citadel-information.com|79f01d6dbb2d4333c38108d6fe670b99|5c70b8ddd0464520ba6bba6dd4f83a91|0|0|636976115862713429&sdata=nIPbKoCiWHJcZLlYFS1SRFGQS/ypWXVgFUOPMTLMLpU%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https://securethevillage.us16.list-manage.com/track/click?u%3D9d32e680017d9ab0af1f68ff1%26id%3Dc6c1a9bcb7%26e%3D42fe5bb9ca&data=02|01|stan@citadel-information.com|79f01d6dbb2d4333c38108d6fe670b99|5c70b8ddd0464520ba6bba6dd4f83a91|0|0|636976115862723425&sdata=Sj5NLM7qpHRSJ0B/RU1gWr%2BI6WvlAdw69FTcj0wqV2U%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https://securethevillage.us16.list-manage.com/track/click?u%3D9d32e680017d9ab0af1f68ff1%26id%3D3a1737e23b%26e%3D42fe5bb9ca&data=02|01|stan@citadel-information.com|79f01d6dbb2d4333c38108d6fe670b99|5c70b8ddd0464520ba6bba6dd4f83a91|0|0|636976115862733421&sdata=z/aDJrbW2MQm6TKxSV7m4F89YTeAG0XgGFMbqZCJFyU%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https://securethevillage.us16.list-manage.com/track/click?u%3D9d32e680017d9ab0af1f68ff1%26id%3D45fe75cc8b%26e%3D42fe5bb9ca&data=02|01|stan@citadel-information.com|79f01d6dbb2d4333c38108d6fe670b99|5c70b8ddd0464520ba6bba6dd4f83a91|0|0|636976115862743413&sdata=xXOfj9/1o93TsezapBwgQr6DOeNLWweInwy1z/vNM2w%3D&reserved=0


For More Information … 

Stan Stahl, SecureTheVillage & Citadel Information Group
Stan@SecureTheVillage.org
323-428-0441 

Howard Miller, LBW Insurance & Financial Services, SecureTheVillage Board of Directors
HowardM@lbwinsurance.com
(661) 702-6039

Charla Griffy-Brown, Pepperdine Graziadio CyRP, SecureTheVillage leadership Council
charla.brown@pepperdine.edu
(310) 568-2380

FREE Citadel Cybersecurity News of the Week & Weekend Vulnerability and Patch Report
https://Citadel-Information.com 
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Interested in Cybersecurity?
Please Get Involved!!!
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Follow SecureTheVillage on LinkedIn
https://www.linkedin.com/company/secure-the-village

Attend an Event
https://securethevillage.org/events/

Join the SecureTheVillage Leadership Council
https://securethevillage.org/about/leadership-council/
https://securethevillage.org/about/leadership-council-faq/

For Marketing / Sponsorship Opportunities
Email us at info@securethevillage.org. Put Sponsor Opportunity in Subject
Visit us at https://securethevillage.org/sponsorship-opportunities/ 
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