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“I think you should be more
explicit here in step two.”



Key Challenges for the Leadership Team

C-Suite Executive Must Demand Cultural Change to Make
Cybersecurity Integral in Organization’s Behavior

Lead Up: Leadership Team Must Organize and Lead a
Campaign to Do This

Lead Down: Leadership Team Must Implement Practices
Designed to Change Behavior

Lead Sideways: Leadership Team Must Influence Peers

Lead IT: IT Must Follow Sound IT Security Management
Practices



From the Top: Elements of a Balanced

Organization
i
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https://axiesgroup.com/




In the Trenches: Keeping Cybersecurity

Front-of-Mind

o1 Part of Department Meeting Agendas

-1 Phishing Defense Training

-1 See Something. Say Something.
Celebrate Wins

= Lunch and Learn

1 Posters & Login Banners
Continuous Reminders
Change Regularly

-1 Have IT Provide Cybersecurity Tools for Users
Provide Password Management Tools

Make Phishing Reporting Easy
Set-Up External Email Alerts

-1 Send Citadel’s Free Cybersecurity News of the Week to Staff



References to Leading IT Security
Management

Code of Basic IT Security Management Practices

Overview

SecureTheVillage's Code of Basic IT Information Security Management Practices supports our missien of a

CyberSecure Los Angeles.

The Code is designed to mest one of the most pervasive challenges we face in securing our organizations’
sansitive and critical information: The often wide gap — the all too frequent language barrier — between an
Managing Security of the IT Infrastructure IT organization and the executive to wham the IT function reports. Too often this gap results in basic
October 2018 information security management security practices not being followed. The result is increased vulnerability

to cybercrime and other kinds of cyber-risk.
The Code describes those basic few that are most necessary in preventing cybercrime and other cyber
incidents. It’s designed to provide the greatest gain for the buck in protecting the IT network. It’s also

designed so that if you leave anything out, your cyber risk goes up significantly. Think of the Code as the 20%
of expenditures that gives you 80% of the value.

https://resourcekit.securethevillage.org/resources/managing-it-security/

https://itsmguide.securethevillage.org/



Summary: Key Challenges for the
Leadership Team

C-Suite Executive Must Demand Cultural Change to Make
Cybersecurity Integral in Organization’s Behavior

Lead Up: Leadership Team Must Organize and Lead a
Campaign to Do This

Lead Down: Leadership Team Must Implement Practices
Designed to Change Behavior

Lead Sideways: Leadership Team Must Influence Peers

Lead IT: IT Must Follow Sound IT Security Management
Practices



Key Resources for the Leadership Team
I

Securing the Human

SecureTheVillage Webinar: Securing the Human

Webinar: Securing the Human Cybersecu rity is
Everyone’s Job

Webinar Deck (PDF): Securing the Human JRE——

Mational Initiative for Cybersecurity Education Working Group

Subgroup on Werklorce Management a the
National Insttute of Standards and Technology

September 6, 2018: Stan’s Guests : Robert Braun, Esq., Partner, Jeffer, Mangels, Butler & Mitchell, LLP. and
Kimberly Pease, CISSP, CO-founder and Vice President, Citadel Information Group, Inc.

ResourceKit Articles

External Resources

Cybersecurity is Everyone’s Job. A Publication of the National Initiative for Cybersecurity Education

Waorking Group, Sub-Group on Workforce Management at the National Institute of Standards and
Technology.

MNew NIST Guidebook Says Cybersecurity Is Everyone’s Job — Here’s Why. Securitylntelligence by
IBM. July 20, 2018.

https://resourcekit.securethevillage.org/resources/securing-the-human/



Next Webinar: April 4: CA Consumer

Privacy Act—An Overview
]

-1 CA Consumer Privacy Act (CCPA)

- A Total Game-Changer
Legal Requirements
Information Security Management
Insurance

- First in a Series of Webinars



SecureTheVillage Webinar Series

Information Security SecureTheVillage
Management ResourceKit
Guidance First Thursday of
Practical month, 10AM Pacific
Real-World
How-To

Actionable



SecureTheVillage: Turning People and
Organizations into Cyber Guardians

Monthly Webinar Series: Provides Practical Real-World Actionable How-To Information
Security Management Guidance.

Executive Focus Groups: Designed to assist Chief Executives understand how to turn their
organization into Cyber Guardians and create a cyber resilient culture.

Information Security Management and Leadership ResourceKit: A practical guide for
implementing an information security management and leadership program in your
organization.

Code of Basic IT Security Management Practices: A set of basic IT security management
practices that are so basic that a failure to implement them puts the organization at a
dangerous and unnecessary risk of a costly information incident.

Community-Based Programs: Train the broader community in basic cybersecurity defense
practices for themselves and their families, helping them become cyber-aware citizens.

Visit us at: SecureTheVillage.org



For More Information ...

Stan Stahl, SecureTheVillage & Citadel Information Group
Stan@SecureTheVillage.org
323-428-0441

Bill Leider, Managing Partner, Axies Group
bill@axiesgroup.com
(310) 804-8262

Barbara Allen-Watkins, President, BAW Consulting Services.
Ballenwa8989 @gmail.com
(213) 810-4211

Kimberly Pease, Vice President, Citadel Information Group
kim@citadel-information.com
(323) 397-5752

FREE Citadel Cybersecurity News of the Week & Weekend Vulnerability and Patch Report
https://Citadel-Information.com

For Marketing / Sponsorship Opportunities
Email us at info@securethevillage.org. Put Sponsor Opportunity in Subject
Visit us at https://securethevillage.org/sponsorship-opportunities/
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