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This SecureTheVillage Webinar brought to 
you by … 
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Securing the Human

 Guide: Stan Stahl, PhD

 Founder, SecureTheVillage

 President, Citadel Information Group

 Guests

 Robert Braun, Esq.
Co-chair of Cybersecurity and Privacy Group
Jeffer Mangels Butler & Mitchell, LLP

 Kimberly Pease, CISSP
Vice President
Citadel Information Group



Today’s Topics

 Social Engineering: Exploiting Human Weakness

 Humans: First Line of Defense

 Leadership Team: Turning People and 
Organizations into Cyber Guardians
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British Use Social Engineering to Defeat 
French in Battle of Quebec in 1759
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Social Engineering in 2018: More than 
90% of Malware is Delivered via Email
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58% of malware attack victims 
are categorized as small 
businesses. Verizon 2018 Data 
Breach Investigations Report

In 2017, cyber attacks cost small 
and medium-sized businesses an 
average of $2,235,000. Ponemon
2017 State of Cybersecurity in 
SMBs

60% of small businesses say 
attacks are becoming more 
severe and more sophisticated. 
Ponemon 2017 State of 
Cybersecurity in SMBs
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Your People are Your Greatest Asset … 
and Your Greatest Vulnerability
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The Leadership Team Must Teach People 
to Be Vigilant



The Leadership Team Must Teach People 
That They Are Targets
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The Leadership Team Must Teach People 
What Cyber Criminals Want
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The Leadership Team Must Teach People 
About Cyber Risks and Consequences

 Risks

 Institutional

 Individual

 Confidentiality 

 Integrity

 Availability

 Consequences

 Direct Financial Losses

 Breach Disclosure Costs

 Legal Fees

 Fines and Penalties

 Investigative Costs

 Identity Theft Monitoring

 Loss of Intellectual Property

 Lost User Productivity

 Missed Opportunities

 Wasted IT Staff Hours

 Loss of Competitive Position

 Loss in Brand Value

 Wasted Management Time / Stress

 Organization Out of Business
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The Leadership Team Must Teach People 
That They Are the First Line of Defense
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The Leadership Team Must Teach Good 
Cyber Hygiene

 Social Engineering Do’s and 
Don’t’s

 Good Password Hygiene

 Workplace Behaviors

 Employee workarounds

 Protecting BYOD Devices

 Home WiFi

 Personal Email

 Keeping Home Computers 
Patched & Updated

 Social Media
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The Leadership Team: Holding People 
Accountable
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The Leadership Team: Turning People & 
Organizations into Cyber Guardians
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ResourceKit: Securing the Human
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https://resourcekit.securethevillage.org/resources/securing-the-human/



Next Webinar: Managing Security of the 
IT Infrastructure

 Guide: Stan Stahl

 Founder, SecureTheVillage

 President, Citadel Information Group

 October 4, 10 AM Pacific

 Registration: SecureTheVillage.org



SecureTheVillage Webinar Series

 Information Security 
Management 
Guidance

 Practical

 Real-World

 How-To 

 Actionable

 SecureTheVillage 
ResourceKit

 First Thursday of 
month, 10AM Pacific
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Information Security Management 
Webinar Schedule — 2018
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February 1 Information Security Management Overview; The Role of Leadership

March 1 The Information Security Management & Leadership Team 

April 5 Online Bank Fraud — How To Avoid Being a Victim

May 3 Basics of Cyber-Law

June 7 Information Security Policies and Standards

June 29 Conducting an Information Security Risk Assessment

August 2 Information Classification and Control

September 6 Securing the Human

October 4 Managing Security of the IT Infrastructure

November 1 Getting Cyber-Prepared: Incident Response & Business Continuity

December 6 Third-Party Security Management

January 2019 Managing Cyber-Risk and Insurance 



SecureTheVillage: Turning People and 
Organizations into Cyber Guardians
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Monthly Webinar Series: Provides Practical  Real-World Actionable How-To 
Information Security Management Guidance. 

Executive Focus Groups: Designed to assist Chief Executives understand how 
to turn their organization into Cyber-Guardians and create a cyber resilient 
culture.

Information Security Management and Leadership ResourceKit: A practical 
guide for implementing an information security management and leadership 
program in your organization.

Code of Basic IT Security Management Practices: A set of basic IT security 
management practices that are so basic that a failure to implement them 
puts the organization at a dangerous and unnecessary risk of a costly 
information incident. 

Community-Based Programs to train the broader community in basic 
cybersecurity defense practices for themselves and their families, helping 
them become cyber-aware citizens.

Visit us at: SecureTheVillage.org 



For More Information … 

Stan Stahl, SecureTheVillage & Citadel Information Group
Stan@SecureTheVillage.org
323-428-0441 

Robert Braun, Jeffer Mangels Butler & Mitchell, LLP
reb@jmbm.com
310-785-5331

Kimberly Pease, Citadel Information Group
Kim@Citadel-Information.com
323-397-5752

FREE Citadel Cybersecurity News of the Week & Weekend Vulnerability and Patch Report
https://Citadel-Information.com 

For Marketing / Sponsorship Opportunities
Email us at info@securethevillage.org. Put Sponsor Opportunity in Subject
Visit us at https://securethevillage.org/sponsorship-opportunities/ 
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