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This SecureTheVillage Webinar brought to 
you by … 
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Managing Cyber-Risk and Insurance

 Guide: Stan Stahl, PhD

 Founder, SecureTheVillage

 President, Citadel Information Group

 Guest: Howard Miller

 Senior Vice President, Director Technology Division, 
LBW Insurance & Financial Services

 Pepperdine Graziadio CyRP Program Advisory Board

 SecureTheVillage Board of Directors



Discussion Topics

 Cyber Risk

 The Widening Cyber Exposure Gap

 Risk Mitigation Alternatives

 First Party Cyber Insurance

 Third Party Cyber Insurance

 Insurance Considerations in Hiring an IT 
Organization
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human vs risk

Risk Identification: An Illustration

How is this like clicking on a link in a phishing attack?

• Exposure: Human
• Threat:  Water Fountain
• Hazards

• Funneling: Person, 
Sign

• Distraction: Cell 
phone

• Missing Controls
• Personal Awareness
• Barrier



Cyber Risk: The Framework in Which 
Cyber Insurance Decisions are Made

 Typical Buying 
Questions

 Do I buy cyber 
insurance?

 How much?

 What coverages?

 Must Be Answered in 
Context of Risk

 Uncertainty of 
negative effects 
manifesting that 
impact ability to 
achieve objectives

 Frequency & Severity

◼ How often is it likely to 
happen

◼ How much will it cost 
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Typical Cyber Risk Coverage Availabilities

 Perils / Causes of Loss

 Network intrusion

 Unauthorized Access

 Unauthorized Use

 DDoS

 Spear-Phishing

 Fraudulent Fax

 Loss

 Breach disclosures

 BEC and other online 
fraud

 Theft of intellectual 
property

 Cyber-destruction of 
hardware / software

 Ransomware and other 
cyber-extortion

 Web site copyright 
infringement
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Why Cyber-Insurance: Business E-mail 
Compromise — Four-Year Growth Rate

© 2018 Howard A. Miller. All rights reserved.

Source: FBI PSA



Why Cyber Insurance: A Few Data Breach 
Statistics
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58% of malware attack victims 
are categorized as small 

businesses. 

Verizon 2018 Data Breach Investigations 
Report

In 2017, cyber attacks cost small 
and medium-sized businesses an 

average of $2,235,000.

Ponemon 2017 State of Cybersecurity in 
SMBs 

60% of small businesses say 
attacks are becoming more 

severe and more sophisticated. 

Ponemon 2017 State of 
Cybersecurity in SMBs



Taking Control

Looking Both 
Ways Means 
Paying 
Attention

Like noticing 
the email isn’t 
really from 
your boss



Risk Management: Framework in Which 
Cyber Insurance Decisions are Made
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Residual Risk = 
𝑇ℎ𝑟𝑒𝑎𝑡𝑠∗𝑉𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑖𝑒𝑠

𝐶𝑜𝑢𝑛𝑡𝑒𝑟𝑚𝑒𝑎𝑠𝑢𝑟𝑒𝑠

Risk management – Five-Step process of managing 
uncertainty of exposures that affect an 
organization’s assets and financial statements:
1. Identification
2. Analysis 
3. Control
4. Financing
5. Administration

Risk Management Essentials, The National Alliance Research 
Academy Risk and Insurance Studies, Austin, Texas  2014



Risk Management Framework:
Key Objectives: Prioritize & Protect

© 2018 Howard A. Miller. All rights reserved.



Cyber Insurance “Gotchas”

 Definitions, Carve 
Outs & Exclusions

 Information network

 Maintenance 
requirements

 Notification 
requirements

 Application incorrectly 
filled out
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More Risk? Unanticipated Risk. Emerging 
Risk.
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Insurance Considerations in Hiring an IT 
Organization

 Certificate of Insurance

 Required minimum limits

 Workers Compensation

 Professional Liability

 Other Requirements
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Information Security Manager & 
Leadership Team — Getting Started

 Identify and Analyze Cyber Risk

 Establish Priorities

 Apply for Insurance

 Work with Consultative Broker

 Integrate with Information Security Management
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ResourceKit: Managing Cyber-Risk and 
Insurance
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Next Webinar: The Threat Landscape

 Guide: Stan Stahl

 Founder, SecureTheVillage

 President, Citadel Information Group

 Stan’s Guest

 Law Enforcement

 Private Sector



SecureTheVillage Webinar Series

 Information Security 
Management 
Guidance

 Practical

 Real-World

 How-To 

 Actionable

 SecureTheVillage 
ResourceKit

 First Thursday of 
month, 10AM Pacific
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Information Security Management 
Webinar Series: Basic Curriculum
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February 1 Information Security Management Overview; The Role of Leadership

March 1 The Information Security Management & Leadership Team 

April 5 Online Bank Fraud — How To Avoid Being a Victim

May 3 Basics of Cyber-Law

June 7 Information Security Policies and Standards

June 29 Conducting an Information Security Risk Assessment

August 2 Information Classification and Control

September 6 Securing the Human

October 4 Managing Security of the IT Infrastructure

November 8 Getting Cyber-Prepared: Incident Response & Business Continuity

December 6 Third-Party Security Management

January 17 Managing Cyber-Risk and Insurance 



Webinars: What to Expect in 2019
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February 2019: The Cybersecurity Threat Landscape

March … December: Email us with suggestions. What would YOU 
like?

• The 1st 30-Minutes
• SecureTheHuman
• Securing the Family
• Preparing for the CA Consumer Privacy Act

Email: Stan@SecureTheVillage.org



SecureTheVillage: Turning People and 
Organizations into Cyber Guardians
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Monthly Webinar Series: Provides Practical Real-World Actionable How-To Information 
Security Management Guidance. 

Executive Focus Groups: Designed to assist Chief Executives understand how to turn their 
organization into Cyber-Guardians and create a cyber resilient culture.

Information Security Management and Leadership ResourceKit: A practical guide for 
implementing an information security management and leadership program in your 
organization.

Code of Basic IT Security Management Practices: A set of basic IT security management 
practices that are so basic that a failure to implement them puts the organization at a 
dangerous and unnecessary risk of a costly information incident. 

Community-Based Programs to train the broader community in basic cybersecurity 
defense practices for themselves and their families, helping them become cyber-aware 
citizens.

Visit us at: SecureTheVillage.org 



For More Information … 

Stan Stahl, SecureTheVillage & Citadel Information Group
Stan@SecureTheVillage.org
323-428-0441 

Howard Miller, SecureTheVillage & LBW Insurance, Tech Secure®
howardm@lbwinsurance.com
(661) 702-6039

FREE Citadel Cybersecurity News of the Week & Weekend Vulnerability and Patch Report
https://Citadel-Information.com 

For Marketing / Sponsorship Opportunities
Email us at info@securethevillage.org. Put Sponsor Opportunity in Subject
Visit us at https://securethevillage.org/sponsorship-opportunities/ 
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